Cloud computing is one of the strategic technology trends. It's pay as you go characteristic and the fact that the service is provided via a broad network, such as a web browser is what makes cloud providers incentivised by profits by providing cloud services, and cloud customers are interested in the chance of eliminating costs that come with in-house service provision. Due to its infrastructure where cloud providers maintain everything cloud customers are wary and concerned about their data and system security. Hence this paper was tries to address and answer cloud customers' concern on security by doing an overall risk analysis using ENISA framework and Commonwealth of Virginia risk assessment guide on XYZ Web App, an application provided by XYZ Company for the insurance industry that connects insurers, repairers, adjusters and other third parties for claim processing and policy creation. This paper answers all the concerns by resulting it in overall risk summaries, likelihood, impact and overall risk rating that later in used for recommendation to improve XYZ Web App security.
Introduction
From the time cloud computing was introduced, it has become a technology strategy with its pay as you go characteristic and the fact that the service is provided via a broad network, such as a web browser [1] . Nowadays cloud computing is still a strategic technology trend [2] . Cloud providers are incentivised by profits that would be acquired by charging their services to their customers. Meanwhile, cloud customers benefit from this kind of business model since it means they can eliminate the costs that come with inhouse service provision [3] .
XYZ Web App is a product of XYZ Company, a cloud provider that provides solutions for the insurance industry using service model Software as a Service (SaaS), enabling their customers to connect their businesses anytime anywhere via Internet through a web browser. XYZ Web App connects insurers, workshops, and third party resources.
With most of the resources being maintained by cloud providers, security is the key question during almost every phase of service, i.e. presales, implementation and post go-Data was collected manually from the start of the year 2014. Data was logged manually by XYZ Company Indonesia branch's Project Manager.
c. Acquiring application, operation and framework related data from key persons by conducting interviews via Skype and email using ENISA Information Assurance Framework [10] . Below are the key persons who were interviewed: 1) XYZ Chief System and Security Officer
Questions were directed in regard to the network and system security in overall and overall operations in Malaysia.
2) XYZ Application Software Engineer Questions were directed in regard to the application security and related matters.
3) XYZ Software Framework Engineer
Questions were directed in regard to the application framework security.
4) XYZ Indonesia Branch Operation Director
Questions were directed in regard to SLA and overall operations in Indonesia.
5) XYZ Singapore Business Analyst
Questions were directed in regard to overall operations in Singapore.
d. Define vulnerabilities, threats, and risks based on the acquired data. Vulnerabilities, threats and risks were defined based on the data acquired, as well as using ENISA Security Risk Assessment [11] as guideline. e. Doing a control analysis on current Information Security Management using Commonwealth of Virginia risk assessment guide [12] . f. Define the risk likelihood, risk impact and overall risk Risk likelihood, risk impact and overall risk were defined based on the data analysis conducted, as well as using ENISA Security Risk Assessment [11] as a factor into determining the likelihood and impact. g. Create a recommendation based on the risks identified.
h. Document the result of risks analysis.
Documentation of the risk analysis result was done using Commonwealth of Virginia Style [12] .
Discussions 3.1.Vulnerabilities, Credible Threats and Risk Summaries
Vulnerabilities, credible threats and risk summaries were defined by mapping the answers of key persons, checking against current data logs and were determined by using ENISA Security Risk Assessment as guideline. Meanwhile, risks are identified by matching identified vulnerabilities with credible threats that might exploit them.
The pairing of vulnerabilities and credible threats along with the result of, a full risk summary can be seen in Appendix A. Meanwhile the mapping of vulnerabilities determined and selected in this paper to ENISA's Security Risk Assessment Guideline vulnerabilities can be seen in Table 2 below: High ( The final result of risk likelihood, risk impact and overall risks can be seen in 
Conclusion
By conducting risk assessment, the overall risk rating of XYZ Web App and control area that correlates to it become known. Both XYZ staff and customers can then have a better understanding of the information security management of XYZ Company. Even though most controls are in place, some that are not available and are important for better security assurance improvement can be considered to be made available. Some of the controls, in order to be optimised, XYZ would need cooperation from customers' side since customers' business processes impact heavily on how the system is ran and customised for them.
The risk assessment can be regarded as a source to improve the current policy and to contribute to the making of business continuity plan by combining it with business impact analysis.
Based on the risk finding, recommendations are then made in order to lower risk in the future for a better system security improvement regardless the risk rating. Table 4 on recommendation below is made using the formatting of Commonwealth of Virginia guide on risk assessment [12] : 1.
For hardware equipment failure -peripherals devices: XYZ shall recover the system in 0.5 (half) working days from date of notification. failure -servers, XYZ shall recover the system in 1 (one) working days from date of notification 3.
Data Center Internet connection failure> 1day, XYZ shall recover the system in 1 (one) working day from the date of notification
4.
For Total loss of data centre: XYZ shall recover the system in 3 (three) working days from date of notification There is no system hardening for XYZ Web App as XYZ Web App doesn't run on Virtual Environment
IT Systems Interoperability Security
In Place 1. XYZ Web App Data can be integrated with the client's back end system via the integration method upon agreement.
Malicious Code Protection
In Place 1. XYZ uses IPS (Intrusion Prevention System), Domain Security Policy, Standard Security Options, and Service Lock Down Policy to control host and network when hosting the applications and information for the end customer.
2.
Virus scanners and/or detection programs in servers shall be updated on a daily basis. The anti-virus software shall remain resident throughout the computing session.
3.
The complete hard drive shall be scanned on a regular basis.
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IT Systems Development Life Cycle Security
In Place 1.
There are no exact controls used to protect the integrity of the operating system and applications software used. All operating system and applications software used are licensed and guaranteed by the vendor.
2.
XYZ
3.
Vulnerability scanning, penetration testing, application and OS configuration review are also done to keep the application safe.
4.
If vulnerabilities are discovered, the following processes are to be done to remedying it: -Apply patch to production sites.
Logic Control Access

Account Management
In place 1.
There is no customer's user accounts created in Active Directory. Only XYZ's staff that needs access to the servers have accounts in AD. All customer user accounts are logically created in the application database.
2.
Need to know is the basis for access to customer data within XYZ Web App.
3.
Access rights no longer required for an individual's normal duties shall be revoked immediately.
4.
User IDs that have not been accessed for 90 days shall automatically be disabled.
Password Management
Password controls shall be implemented on all XYZ application systems.
2.
Passwords created shall be composed of minimum six (6) characters in length.
3.
Application systems shall be configured to check that the user has selected a quality password, based on the following: a.
Passwords shall not be the same as the user ID, b.
Passwords shall not be composed of repeating characters, c.
Passwords shall not be common dictionary terms and, d.
Passwords shall be composed of both alphabetical and numeric characters, e.
Passwords shall not be displayed on the screen during input.
4.
Upon ten (10) consecutive authentication failures, users shall be locked out of the application system in which they are attempting to gain access to and shall have to have their account manually reset.
5. Users shall be forced to change their password upon initial login after being granted access rights to any application systems.
6. Application systems shall be configured to limit the use of cyclical passwords.
7. Application systems shall use password history techniques to maintain a password history of six (6) previous passwords where it is technically feasible.
8. Users shall be forced to change passwords at least of every ninety (90) days. This shall be enforced through technical means by deploying a password aging systems.
9. Password shall have a minimum password aging of three (3) days for application systems. This shall be enforced through technical means by deploying a password aging systems.
10. Application systems shall store password files in an encrypted form separately from application systems data.
11. Passwords shall not be stored in clear text and files containing passwords shall be one-way encrypted. Autologon and pass-through functions which bypass user identification and authentication procedures shall be prohibited.
12.
Application systems, operating systems and databases that store user account and password
Acceptable Use
There is no customer's user accounts created in Active Directory.
2.
Only XYZ staff that need access to the servers have accounts in AD. All customer user accounts are logically created in the application database. Need to know is the basis for access to customer data within XYZ.
Threat Management
Threat Detection
In place 1. XYZ uses IPS (Intrusion Prevention System), Domain Security Policy, Standard Security Options, and Service Lock Down Policy to control host and network when hosting the applications and information for the end customer. The same control is applied to protect against malicious code.
Incident Handling
In place 1. XYZ has a formal process in place for detecting, identifying, analyzing and responding to incidents and is rehearsed to properly check that incident handling processes are effective. Everyone within the XYZ's support organisation is aware of the processes and of their roles during incident handling (both during the incident and post analysis.
2.
XYZ customer can report anomalies and securities events to XYZ via mail, phone and or fax.
3.
However, there is no facility XYZ allowing customer selected third party RTSM services to intervene with its system as there will not be any of the services are outsourced.
Security Monitoring & Logging
Procedures for the logging and monitoring of information processing facilities shall be documented. The results of the monitoring activities shall be reviewed regularly. The logging facility shall be protected against tampering and unauthorised access.
2.
All security relevant events shall be logged for any system handling critical information. This includes, but is not limited to: 
3.
All security logs shall be reviewed based on the risk factors associated with the information processing facilities. The risk factors shall include but is not limited to the following:
a) The criticality of the application processes;
b) The sensitivity and criticality of the information involved;
c) The past experience of system infiltration and misuse; and d) The extent of system interconnection (particularly public networks).
4.
Security logs shall be retained for a minimum of three (3) months and access to security logs during this time shall be allowed for only authorised persons.
5.
Logs shall be retained on read-only media if possible.
6.
System clocks shall be synchronised to an authoritative source to ensure the accuracy of audit logs. A procedure shall be implemented to ensure that any 'drift' shall be corrected.
7.
All clocks shall be synchronised regularly to correct any variations over time.
IT Asset Management
IT Asset Control
In place 1. XYZ maintains an automated means to inventory all assets which facilities its appropriate management.
2.
There is no any specified list of assets customer has used since customer cannot choose what to use. Customers are purely using XYZ application.
Software License Agreement
In place All XYZ Software is appropriately licensed.
Configuration Management & Change Control
In place XYZ has documented configuration and change control 
